Abstract-Extracting a set of well connected subgraphs as communities from the Internet Autonomous System (AS) level topology graph is crucially important for a better understanding of the network structure and for designing new protocols. A huge number of community extraction methods have been proposed in the literature. In this paper we apply the k-dense algorithm as it represents a very interesting compromise between computational efficiency and precision. The paper provides two innovative contributions. The first is the application of the k-dense method to the Internet AS-level topology graph -obtained from the CAIDA, DIMES and IRL datasets -to identify well-connected communities and to analyze how these are connected to the rest of the graph. The second contribution relates to the study of the most well-connected communities with the support of two additional datasets: a geographical dataset (which lists, for each AS, the countries in which it has at least one geographical location) and the Internet eXchange Point dataset (which maintains, for each IXP, its geographical position and the list of its participants). We found that the k-max-dense community holds a central position in the Internet AS-level topology graph structure since its 101 ASes (less than the 0.3% of Internet ASes) are involved in more than 39% of all Internet connections. We also found that those ASes are connected to at least one IXP and have at least one geographical location in Europe (only 70.3% of them have at least one additional geographical location outside Europe).
I. INTRODUCTION AND RELATED WORK
In order to get insight into the Internet structure at the Autonomous System (AS) level of abstraction, we employ the concept of community which is informally defined as "an unusually densely connected set of ASes" [1] . Such communities quite often shed light on the structure of graphs or underlying properties of the graph nodes. Detecting communities is largely used in sociology, biology and computer science where systems are often represented as graphs. To the best of our knowledge this is the first time in which the communities are exploited for discovering structural properties of the Internet AS-level topology graph. The task of detecting communities in a graph is very hard for at least two reasons. First, there is no formal definition of a community and second because most of the algorithms are computationally demanding and cannot be applied to dense graphs. Other problems may also arise both from the possible occurrence of hierarchies, i.e. communities which are nested inside larger communities, and by the existence of overlaps between communities, due to the presence of nodes belonging to more groups. For a comprehensive description of the state of the art related to community discovery methods see [2] . The rationale behind our decision to exploit communities for the Internet analysis was based on the findings that other disciplines benefit from identifying community structure in graphs they are commonly dealing with, i.e.: 1) Frequently, the nodes in a community share a specific real-world property, e.g. for social networks, this could be a common interest while for web pages, this could be a common topic or language. Thus, by analyzing communities, one can infer semantic attributes. 2) By identifying communities, one can carry out focused analysis for communities individually. Different communities often exhibit significantly different properties which however are blurred by a global analysis. On the other hand, a more focused analysis of single communities may lead to more deepen or meaningful insights, for instance into the roles of individuals. 3) Conversely, each community can be "collapsed" into a single "meta-node", allowing the design of a graph at a higher level of abstraction or equivalently at a coarser level, and this in turn provides a focus on the higher-level structure.
For a much more detailed discussion of these and other motivations, see for instance [3] . Due to the great importance of identifying community structure in graphs, there has been a large amount of work in computer science, physics, economics, and sociology (for some examples, see [2] , [3] , [4] , [5] , [6] , [7] ). In most of the approaches published in the specialized literature, communities have been characterized and discovered by exploiting some global property of the graph, like betweenness, modularity, etc. However, communities can be also interpreted as a form of local organization of the graph, so they could be defined from some property of the groups of vertices themselves, regardless of the rest of the 978-1-4244-8953-4/11/$26.00 c 2011 IEEE graph. Moreover, very few algorithms are able to deal with the problem of overlapping communities. A method that accounts both for the locality of the community definition and for the possibility of having overlapping communities is the Clique Percolation Method (CPM) by Palla et al. [8] . A number of concepts were introduced by Palla et al. as a support for specifying a k-clique community. Specifically, two k-cliques are adjacent if they share k-1 vertices. The union of adjacent k-cliques is called k-clique chain. Two k-cliques are connected if they are part of a k-clique chain. Finally, a k-clique community is the largest connected subgraph obtained by the union of a k-clique and of all k-cliques which are connected to it. Unfortunately, the k-clique method by [8] requires a huge amount of computation for the Internet AS-level topology graph. To the best of our knowledge, no publicly available software tool was able to extract such communities in a reasonable amount of time. A literature survey reveals the presence of two other community detection algorithms whose aim is to detect well-connected zone of the graph: the k-core decomposition [9] and, very recently, the k-dense method [1] . The study of the Internet AS-level topology graph structure through the [9] technique has been conducted in [10] , [11] and [12] . On the other hand, [1] method has been applied to a Blog Trackback Network, to a Word Association Network and to the Wikipedia Reference Network, but, to the best of our knowledge, it has never been applied to the Internet AS-level topology graph. It is interesting to analyze the result of this community detection algorithm since it can be thought as an interpolation between the k-core decomposition (whose computational load is very low, but whose detected communities are too coarse-grained to detect specific properties of the constituent ASes) and the k-clique method. In this paper we study the k-dense community structure of the Internet. Firstly we investigated the completeness of previously known AS-level Internet topologies, and propose a method for "fusing" them together in order to capture a more "representative" snapshot of the actual Internet AS-level topology graph. Secondly we applied the k-dense community detection algorithm to this dataset and we interpreted the obtained communities with the support of additional information, likewise the participation to IXPs or the geographical location of the community members, helps in having a more conscious view of the Internet AS-level topology graph structure. The fundamental role of Internet eXchange Points (IXPs) in Internet connectivity was recently proved by [13] and by [14] .
The main contributions of this paper are summarized as follows.
• Analyze structural characteristics of the Internet AS-level topology graph by using the k-dense community detection method also by exploiting geographical information and statistics related to the IXPs.
• We compare qualitatively and quantitatively the Internet topology structure extracted with the k-dense and the k-core algorithms. We discovered the existence of a small percentage (about 0.3%) of the ASes that forms a very dense community and are involved in a very large number of connections, i.e. 39% of Internet connections. We then concentrate on the study of this community by integrating the topological graph with other important information: the geographical location of an AS and the participation of an AS in those hub and spoke infrastructures called Internet Exchange Points (IXPs). We then discovered that this dense community is not homogeneously spread worldwide, it heavily exploits the IXP facilities (as it connects to 10.32 IXPs on average). The comparison between k-dense and the k-core results has shown in both cases the existence of a very dense nucleus of the network, however k-dense method proved to be more precise than k-core as it selects a more central nucleus of the Internet AS-level topology.
The paper is organized as follows. In Section II we present the datasets we will use in our structural analysis of the Internet AS-level topology graph. Specifically, we describe how we built the Internet AS-level topology graph, the IXPs dataset and the geographical dataset. In Section III we describe the tools we used to analyze the Internet AS-level topology graph. We describe the community detection algorithms we used and we show some parameters which let us to associate the characteristics of the IXP dataset and the geographical dataset to ASes of the Internet AS-level topology graph. In Section IV we evaluate the results obtained by applying the k-core and the k-dense community detection methods to the Internet AS-level topology graph. Here we show how, in the Internet case, the k-dense community detection method allows to find more tightly connected and central communities with respect to the k-core decomposition. Moreover, with the support of the IXP dataset and the geographical dataset we identify some characteristics which are shared among ASes belonging to the most dense community of the Internet, i.e. all of them connect to, at least, one European IXP and they are likely to have geographical locations in more than one country. In Section V we summarize our conclusions.
II. DATA SOURCES
In this Section we introduce three different datasets: the Internet AS-level topology graph, the IXP dataset and the geographical dataset. In the next three Subsections we describe how they have been retrieved from public projects and how they have been built.
A. Internet AS-level Topology graph
Collecting a complete and up-to-date map of the AS-level Internet topology is a hot research topic. Currently, in the Internet there is no tool specifically designed to derive topology information, hence researchers have had to derive it by using various indirect measurements. Currently, topology data are mostly gathered using traceroute-like methods (active probing) or BGP (Border Gateway Protocol) retrieval methods (passive measurement). Both these retrieval approaches are reliable but unfortunately they are largely incomplete and affected by biases ( [15] , [16] , [17] ). As stated above we cannot have a complete map of the Internet AS-level graph, nevertheless we can try to reduce its incompleteness merging topologies obtained from different projects (e.g. CAIDA and IRL, see below for more details) which have been gathered within the same time slot. To this end, we decided to adopt the methodology described in [18] . Specifically, we built the Internet AS-level topology graph following this procedure: 1) We downloaded three public available datasets considering the measurement campaigns they performed in April 2010:
• the IPv4 Routed /24 AS Links dataset 1 (hereafter CAIDA) from the Cooperative Association for Internet Data Analysis website and the Distributed Internet MEasurements and Simulations dataset 2 (hereafter DIMES), which are based on traceroutelike methods;
• the Internet Topology Collection at the Internet Research Lab dataset 3 (hereafter IRL), which gathers topology information basing on static snapshots of the BGP routing tables and dynamic BGP data.
2) Then we merged them to obtain a single dataset.
3) Finally, we performed a data hygiene process. More in detail, we removed from the topology the connections which involved:
• AS numbers declared as private by IANA 4 (Internet Assigned Numbers Authority);
• AS 23456 which, according to RFC (Request for Comments) 4893 is reserved and assigned for AS TRANS 5 ;
• AS 3130 which, according to the Cyclops website 6 , shows false AS adjacencies due to an experiment by Randy Bush 7 .
At the end of this procedure we obtained a dataset composed of 35,390 ASes and 152,233 connections. The pie chart in Figure  1 shows the origin data source of each connection composing the Internet AS-level topology graph and demonstrates how each single data source contributes to obtain a more detailed view of the graph. A more detailed description of this procedure can be found in [18] . 
B. IXP dataset
An IXP is a physical hub and spoke infrastructure, which enables ASes (participants 8 ) to exchange traffic with each other as if they were connected directly via a physical link. There are financial advantages of an IXP for medium-sized ASes as they can avoid multiple ad-hoc point-to-point connection costs among participants, which are otherwise needed when BGP operates between (all or a subset of) them. IXPs also help Internet traffic to remain localized in the geographical region it belongs to. In fact, a large part of Internet traffic is directed inside national borders, since it is composed of language-dependent content (e.g. national music, websites, videos) and IXPs typically host a lot of regional ASes. This prevents traffic between regional ASes from passing through expensive connections (e.g. satellite connections in the African region or submarine fiber connections in the Australian region), which other than improving network performances, saves costs. In the following we will use the term IXP size to indicate the number of participants of an IXP.
In order to highlight the presence of IXPs within the Internet AS-level topology graph structure, we built the IXP dataset, i.e. a dataset which maintains, for each IXP, its geographical position (i.e. the city and the country in which the IXP is placed) and the AS numbers of its participants. The dataset was built applying a procedure similar to that presented in [18] 3) Then, for each active IXP, we gathered its geographical position (which is always present in the IXP website) and the list of its participants. This latter information was collected browsing the IXP website or parsing the results of the show ip bgp summary command executed on the IXP looking glass server. Those IXPs, for which it was not possible to collect the list of participants, were removed from the dataset. At the end of this procedure, which was carried out in April 2010, we got a collection of 232 active IXPs from all over the world. In Table I we resume the results of our collection campaign (the third column indicates the average size of IXPs belonging to a given continent).
In Section IV we will intensively use the IXP dataset since we need to distinguish two classes of ASes: those who participate to IXPs and those that do not. To be more precise, we propose two tags:
• on-IXP AS is associated to those ASes which belong to an IXP participant list; • not-on-IXP AS is associated to those ASes which do not belong to any IXP participant list. The knowledge of an IXP participants list does not provide any information on the peering matrix, which represents the BGP connections (set up by AS administrators) among their participants. In fact, since ASes treat peering relationships between other participants as proprietary information, the current peering matrices of the IXPs in most cases are unknown. For these reasons, we cannot discover which connections cross the IXPs. To the best of our knowledge, there are two main papers that present strategies to discover these connections: [13] and [14] . Since their measurement campaigns were performed in May, 2005 and April, 2009 respectively, we could not use their information to tag connections in our dataset. BGP connections, indeed, are highly volatile, and hence we cannot use datasets referring to old measurement campaigns.
C. Geographical Dataset
The addition of geographical location information to the Internet AS-level topology graph helps in interpreting those particular Internet subgraphs structures which are strongly driven by the local economy or the geographical distribution of backbone fibers (e.g. countries which reach the global Internet connectivity through costly satellite connections, for example, tend to form full-mesh like structure to help traffic to remain localized). A recent work on the geographical location of Internet Points of Presence (PoPs) is presented in [19] , however we apply this kind of information to ASes instead of PoPs. In this Subsection we present the framework that we developed to associate a list of geographical location to each AS by using the MaxMind IP geolocation service. Specifically, we built the geographical dataset following this procedure: 1) We downloaded the GeoLite Country and the GeoLite ASN free databases from MaxMind website 13 . Both of them were uploaded in May 1st, 2010. The GeoLite Country database associates IPv4 (Internet Protocol version 4) addresses to country codes. The GeoLite ASN database maps IPv4 addresses to AS numbers. 2) We joined the GeoLite Country and the Geolite ASN databases using the IPv4 address field. Thus, we obtained a database containing < AS number , Country code > tuples. Note that, for each AS number there could exist multiple country codes, hence the geographical database key is the entire tuple.
The resulting geographical database associates 34,190 ASes to, at least, one country code.
In Section IV we need to provide a geographic attribute to any AS, according to the following taxonomy.
• An AS is called national AS if all of its geographical locations belong to the same country, i. 
III. COMMUNITY DETECTION ALGORITHMS
In this Section we review concepts and introduce notations which are relevant for the Internet AS-level topology graph analysis carried out in the paper. More specifically we define and compare two different community detection algorithms. For a comprehensive description of the algorithms specified therein, we refer the reader to [10] and [1] .
We start with outlining some basic definitions. For a graph G = (V G , E G ), let V G = {1, ..., N } be a set of nodes (or ASes) and E G = {e 1 , ..., e M } a set of edges (or connections), where e m = {i, j} ⊂ V G and i = j, meaning that we focus on undirected graph without self-links. The set of adjacent nodes of a node i (in the graph G) is defined as follows:
Expression 1 can be extended to a set of nodes as follows:
F G (V ), referred to as the set of common adjacent nodes, is the set of nodes which are adjacent to all nodes in V . 1) k-core Community: The subgraph C(k) = {V C(k) , E C(k) } is called k-core if it satisfies the following requirements:
The symbol S C(k) denotes the number of the connected components of the k-core C(k). Each connected component of
, is referred to as a k-core community. A node i is said to have a k-shell-index k if it belongs to the k-core but is not part of the (k+1)-core. We will refer to the maximum k-shell-index as a k-max. A detailed description of the k-core decomposition algorithm can be found in [10] .
The k-core is a complex measure of node connectivity. To better explain this concept we describe the results of the k-core decomposition applied to simple topologies. For example, all the nodes belonging to a hub and spoke topology graph have a k-shell index of 1. The same result holds for nodes belonging to a perfect tree topology. On the other hand, if we consider a full mesh topology, all nodes belong to the k-max-core, where k-max is equal to the number of nodes in the graph minus 1. It follows that a network with a larger k-max will present a larger well-connected set of nodes, while a hierarchical network will tend to have a smaller k-max. At the same time, a k-shell index is not a measure of the centrality of the node. A low-degree node interconnecting a few high-degree hubs has a low k-shell index value, but intuitively it is in the center of the graph.
A. k-dense Community
Two nodes connected together by an edge do not necessarily imply that they belong to the same community unless there is a clear evidence or witness supporting a strong positive relation between them: the fact that they are just connected by a single link may not be strong enough. The existence of more common adjacent nodes in the same community suggests stronger positive relation. The k-dense community concept is based on this intuition. The subgraph
where e m denotes the edge connecting nodes {i, j}. The symbol S D(k) indicates the number of the connected components of
, is referred to as a k-dense community. A node i is said to have a k-dense-index k if it belongs to the k-dense but is not part of the (k+1)-dense. We will refer to the maximum k-dense-index as a k-max. A detailed description of the k-dense algorithm can be found in [1] .
The k-core and k-dense concepts can be formally correlated ( [1] ), actually k-dense implies (k-1)-core. Since the subgraph D(k) is obtained considering all the edges whose endpoints share, at least k − 2 neighbors, it follows that each node in D(k) has, at least, k − 1 neighbors and hence is part of the (k-1)-core. Formally:
Although the k-core and k-dense pruning algorithms 14 are able to individuate well-connected zones, the k-dense definition seems to better fit the idea of community. Generally speaking, nodes belonging to the same community should share properties: while k-core requires, for each node, the presence of at least k connections to the other k-core nodes, a k-dense imposes the presence of common neighbors and hence, suggests a stronger relationship between nodes of the same community. To better appreciate this, we report in Figure 2 the sample network proposed in [1] . It is interesting to observe that the two 3-dense communities individuated by the k-dense algorithm are more cohesive than the 2-core community (see Figure 2) . The connections which involve node I, indeed, do not suggest strong relationships between nodes in the 3-dense 1 and nodes in the 3-dense 2 . Fig. 3 . k-core decomposition vs. k-dense method.
In Figure 3 we present an additional example in order to better understand the rationale behind preferring the k-dense method over the k-core method. Consider a complete subgraph (e.g. one of the two 5-cliques depicted in Figure 3 ), by definition a clique is the most well-connected subgraph we can design, hence nodes belonging to these structures are likely to form a community. Consider the complete sub-graphs of order 5 (i.e. 5-clique) within Figure 3 , obviously nodes forming these two cliques seem to be very interested in interconnecting with each other, nevertheless, nodes belonging to the first clique do not connect to the other clique. Hence these well-connected zones are likely to be two separate communities. Suppose now to apply k-core method and k-dense method to the graph shown in Figure 3 : the former method identifies a single 4-core community, on the other hand, k-dense method is able to isolate those zones which present a high internal density (i.e. 5-dense communities) from those nodes which have a comparable degree but are loosely interconnected (e.g. 2-dense community nodes). This example points out how the k-dense method provides more significant insights into the structural properties of analyzed graphs.
B. Comparison of Algorithms
k-core method complexity is very low, i.e., O(n + e) where n is the number of nodes and e is the number of edges composing the graph. Nevertheless, communities obtained with this method are coarse-grained and loosely-connected. The k-dense algorithm complexity is closely related to that of clustering coefficients calculation [20] , hence it is an interesting trade off between the k-clique and the k-core methods 15 . The kclique algorithm, which is cited in Section I, is able to identify subgraphs which are more tightly connected than those found by the k-dense algorithm, nevertheless since Cfinder 16 did not converge on our dataset, we could not apply this method to our Internet AS-level topology dataset. On the other hand, k-core decomposition took about 10 seconds to end, k-clique method took about 250 minutes to end. From a connectivity point of view, the k-dense algorithm finds communities which are more densely-connected than the correspondent (k-1)-core communities. Moreover, since it requires the presence of k-2 common neighbors between each pair of connected nodes, it helps in isolating nodes which are part of separated denselyconnected zones.
IV. STRUCTURAL PROPERTIES OF THE INTERNET AS-LEVEL TOPOLOGY GRAPH
In this Section we employ both the k-core and the k-dense approaches to investigate the main structural properties of the Internet AS-level topology graph.
A. General Features
In this Subsection we present the characteristics of the Internet AS-level topology graph which can be deduced 15 See Higher level k-dense community dissertation in [1] for more details. 16 CFinder is a free software for finding and visualizing overlapping dense groups of nodes in networks, based on the [8] algorithm. Executable is available at http://hal.elte.hu/cfinder/ This distribution can be explained by the existence of many ASes that are not service providers but are interested in connecting to other ASes to obtain a connectivity to the Internet, i.e. ASes that do not transit traffic for other ASes and hence are likely to be customers in provider-customer relationships. These types of ASes are national ASes unless a continental or a worldwide presence is required by their own business.
The last row, the one tagged with unknown, identifies the percentage of ASes whose geographical location has not been inferred by MaxMind. This depends on MaxMind information retrieval methods. In our future works, we plan to use other datasets (e.g. MaxMind GeoIP Country, IPligence, hostip.info) to have a complete ASes coverage. We found that the 75% of unknown ASes can be tagged as leaves according to the taxonomy described in [18] , i.e. the vast majority of unknown ASes has a vertex betweenness equal to zero. We also found that 90% of unknown ASes has a degree value lower than 5. These characteristics well fit the description of small ASes which do not transit traffic for other ASes, but, on the contrary, are likely to be stub ASes. As mentioned before there is no need of a geographically distributed presence for them unless this is required by their own business. Summarizing, most of unknown ASes are probably national ASes.
B. k-core Results
The application of the k-core decomposition algorithm to the Internet AS-level topology graph generates a k-max equal to 75. Since each k-core is composed of a single connected component, the k-core and the k-core community terms identify the same subgraph. Briefly, k-core decomposition identifies 74 nested communities. In order to better understand the role of these communities within the whole Internet structure, we plot in Figure 4 the number of distinct connections which involve at least one AS with a k-shell-index equal to k.
In Figure 4 we can easily identify the presence of two groups of ASes which are involved in a very high number of connections: the first group is composed of ASes with a k-shell-index equal to 2, 3, or 4, the second group is composed of the k-max-core ASes. High values related to the first group can be explained considering that the ASes that are part of the 2,3,4 shells represent the 59.98% of the Internet AS-level topology graph. Hence, it is obvious their involvement in so many Internet connections, i.e. this part of the graph is composed of a huge number of ASes with few connections. On the other hand, the second group has completely different characteristics, i.e. there are few nodes with a high number of connections. In this region there are only 167 ASes (i.e. the 0.47% of Internet ASes), but these nodes contribute with a very high number of connections, i.e. 72,698 (47.75% of Internet connections). This second characteristic indicates that these nodes are part of a very much central zone of the Internet. Due to its fundamental role in the Internet connectivity, we focus our attention exclusively on the k-max-core.
The k-max-core is composed of 167 ASes and 8,896 connections. As can be seen in Table IV , all these ASes have, at least one connection to an IXP. More in detail, each kmax-core AS is connected, on average, to 9.12 IXPs whose average number of participants is 187.73. It is interesting to underline that the 97.80% of the k-max-core connections connect ASes which belong to the same IXP. More clearly, given a connection within the k-max-core, its endpoints (ASes) participate to a common IXP with a probability 97.80%. These two considerations highlight that ASes participating to a common IXP are really involved in the creation of this well-connected zone of the graph identified by the 75-core. In Table V we present the geographical scopes related to the k-max-core ASes. This Table outlines that the vast majority of the 75-core ASes have a worldwide or a continental scope, only the 8.38% of ASes has a national scope. Please note the differences between the geographical properties of the Internet AS-level topology graph (see Table III ) and those related to the k-max-core ASes (see Table V ). To summarize, the kmax-core community is composed of: a) ASes connected to, at least, one IXP; b) connections that, with a high probability, connect ASes participating to a common IXP; c) ASes that, with high probability, have geographical location in different countries (which often belong to different continents). A more detailed analysis of the k-core properties of the Internet ASlevel topology graph can be found in [18] .
C. k-dense Results
The application of the k-dense method to the AS-level Internet topology graph produces a k-max equal to 47. Each kdense subgraph is composed of a single connected component 17 , hence the k-dense subgraph and the k-dense community identify the same subgraph. Briefly, k-dense method identifies 46 nested communities. To better understand the role of these communities within the whole Internet AS-level topology structure, we plot in Figure 5 the number of distinct connections that involve at least one AS with a k-dense-index equal to k. Similarly to the k-core case, we can appreciate the presence of two groups of ASes involved in a very high number of connections: the first group is composed of ASes with a low k-dense-index, the second group is composed of the k-maxdense ASes. It is worth noting the weight of the 3-dense ASes within the first group (3-dense ASes are involved in 32,155 connections). This can be explained considering that very often the two providers of a multi-homed ASes are connected, thus, these three ASes form a 3-clique and hence these nodes are 3-dense ASes. ASes with a k-dense-index equal to 47, are involved in 59,877 connections, i.e. 39.33% of Internet connections, even if they represent the 0.28% of the Internet ASes. These percentages indicate that these ASes have a central position within the graph and that they play a primary role in the Internet connectivity. For this reason we will focus exclusively on the k-max-dense community.
The k-max-dense community is composed of 101 ASes and 4,056 connections and it shares several properties with the k-max-core community. Actually, all the ASes within the kmax-dense subgraph are connected to, at least one, IXP (see Table VI) and the vast majority of them has a worldwide or continental scope (see Table VII ). By exploiting the IXP dataset we found that each k-max-dense AS is connected, on average, to 10.32 IXPs whose average number of participants is 178.43. This average IXP size seems to indicate that the largest IXPs play an important role. This is confirmed by the fact that all the 101 k-max-dense ASes are connected to at least one of the largest IXPs (AMS-IX, DE-CIX, LINX) and the 63% of them is connected to all these three largest IXPs.
The set of 30 ASes which have a national or a continental geographical scope (see Table VII ) is composed exclusively of European ASes (and are connected to, at least one, European IXP). On the other hand, the remaining 71 ASes can be partitioned in two groups: 12 are connected to European IXPs only, and the remaining 59 are connected to, at least, one European IXP, and to another IXP outside Europe. Thus, the participation in European IXPs is a shared property among all the k-max-dense community ASes.
If we focus on k-max-dense connections we discover that the 99.90% of them connect ASes which belong to the same IXP. This behavior, which is similar to that described within the k-max-core paragraph, indicates that ASes participating to a common IXP are really involved in the creation of this wellconnected zone of the graph identified by the 47-dense. We also found that each k-max-dense AS is connected to at least 60 other k-max-dense ASes. Moreover, there are two ASes 18 which are connected to all the k-max-dense ASes. In order to better appreciate this high level of connectivity we show in Figure 6 the number of connections within the k-max-dense 18 WV FIBER and RETN, two Internet Backbone Providers.
originating from each k-max-dense AS (please note that ASes on the x-axis are sorted by decreasing number of connections). 
D. k-max-core vs. k-max-dense
The analysis of the k-max-core and the k-max-dense communities yields quite similar results. Specifically, their central position within the Internet AS-level topology graph and the strong presence of connections connecting ASes that participate in common IXPs is evident. Relation 5 indicates that the 47-dense community is a subgraph of the 46-core. Surprisingly, we found that the entire 47-dense community is a subgraph of the 75-core community. This indicates that, at least with our topology dataset, the k-max-dense community is a tightly connected zone of the k-max-core. On the other hand, there are 66 ASes which are part of the 75-core but do not belong to the 47-dense. In Figure 7 we summarized these results showing the number of 75-core ASes belonging to the various k-denses.
Observing Table V and Table VII , we can see that the percentage of national ASes within the k-max-dense is notably reduced if compared to the k-max-core data. Moreover, we found that the 4 national ASes in Table VII are characterized by a business model strictly related to the IXPs: 1200 and 6695 are the ASes of AMS-IX and DE-CIX respectively, 31477 is a colocation provider which allows peering at NL-IX, GN-IX and AMS-IX, 20562, OpenPeering Initiative, is an AS that operates a free not-for-profit MLPA (Multi Lateral Peering Agreement) based route exchange service on NL-IX, AMS-IX and GN-IX. At last, we provide a comparison of 47-dense community ASes and 75-core community ASes by using the vertex betweenness centrality 19 . To this end we computed the vertex betweenness of all ASes in the Internet graph, then we selected the statistics related to the 47-dense community ASes and 75-core community ASes and we plot the corresponding CCDFs (Complementary Cumulative Distribution Function) in Figure 8 . Comparing the distributions in Figure 8 , we can assert that 47-dense community ASes are more central than the 75-core community ASes within the Internet AS-level topology graph.
V. DISCUSSION AND CONCLUSION
In this work we have analyzed structural characteristics of the Internet AS-level topology graph using the k-dense community detection method also by exploiting geographical information and statistics related to the IXPs. The decomposition of the Internet AS-level topology graph through the k-core and the k-dense methods yields high k-max-index values, 75 and 47 respectively. From a structural point of view, this confirms the results shown in [18] , i.e. the Internet structure is somehow hierarchical with densely-connected zones created by horizontal connections. We were able to assess the deviation 19 Vertex betweenness (or betwenness centrality) is defined as the sum of the shortest paths that traverse the considered node weighted by the number of shortest paths existent for each source-destination pair. Thus, nodes that occur on many shortest path in the graph are considered to be central to the graph. We know that the BGP routing process is mostly financially driven and may differ strongly from a shortest path routing. Therefore the betweenness index will not allow us to draw conclusions about traffic routing. from a hierarchical structure by exploiting a novel approach for the Internet environment, i.e. the k-dense communities. Specifically, the k-dense analysis (Section IV) shows that the k-max-dense subgraph represent the 0.28% of Internet ASes and the 2.66% of the Internet connections. Despite of these visibly low percentages, this set of ASes is involved in the 39.33% of the Internet connections. Thus, the importance and the centrality of these ASes are evident. It is also interesting to observe that the 47-dense (i.e. k-max-dense) represents a subgraph which is more tightly connected and central (see vertex betweenness distributions in Section IV) than the 75-core (i.e. the k-max-core). The exploitation of the geographical dataset reveals that, while the typical Internet ASes has a national scope, ASes belonging to the k-max-dense are, on the contrary, likely to be present in many countries. Moreover, our analysis of the 47-dense shows that all the ASes which are part of this subgraph have a geographical location in Europe and connect to, at least, one European IXP.
In our future works, we plan also to extend our k-dense analysis to all the k-dense communities other than that regarding the k-max-dense community. Moreover, it would be interesting to correlate communities and their members with business classes of ASes. In this way, we could better understand the connectivity requirements of each class of ASes and better interpret their position within the overall Internet structure.
